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Motivation

NFT
• Cryptographic assets with unique

identification code
• Non-fungible: cannot be exchanged
• Digital art, mp3, tweet…

NFT Marketplace
• Purchase, sell, create NFT
• Account, digital wallet
• OpenSea, Axie, CryptoPunks

Wash Trading
• Market manipulation
• Without actual position
• Illusion of demand
• Illegal since 1936
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Problem Statement and Goal of Thesis

Chainanalysis 2022 Crypto Crime Report

*number of addresses, who have sold an NFT to a self-financed address more than 25 times

Lack of legal 
regulations

Ease of opening new
accounts

Increased wash
trading

+ =

*



Problem Statement and Goal of Thesis

Web 
Application

Detecting
wash trading

activities

Displaying
most common
trade partners

Giving insights
about metadata

Detecting
invalid image

urls
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Research Questions

Which research has been conducted so far on detecting wash trading on 
NFT marketplaces?

What insights can an online service provide regarding an NFT collection?

What are the most common wash trading patterns?

Can wash trading be detected by an online service, in an efficient way?

Can wash trading activity be avoided/regulated by marketplaces?

RQ1

RQ2

RQ3

RQ4

RQ5
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Approaches: Detecting wash trading

Detection
Algorithm Of
Wachter

Weakly
Connected

Components
(WCC) 

Algorithm

Deep-First-
Search-

Algorithm

Iterative SCC 
Counting

Wash Trading
Detection
Algorithms



Approaches: Data Collection

Moralis

"Get/NFT/{address}”:
retrieves the unique NFTs

"Get/NFT/{address}/transfers”: 
gets NFT transfers of a given

contract



Approaches: Data Visualization

Database: neo4j Graph visualizer: CytoScape
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Timeline

• Last
adjustments

• Searching for
related works

• Requirements
elicitation

• Creating prototype

• Implementing
the web app

• Last adjustments

• Writing the thesis
• Testing the edge

cases
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